


MASTER SERVICES AGREEMENT
PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING JARVIS ANALYTICS AND ASSOCIATED SOFTWARE, INCLUDING, WITHOUT LIMITATION, ALL CONTENT SUCH AS TEXT, INFORMATION, IMAGES, APPLICATIONS, TEMPLATES, SOFTWARE, FEATURES, UPDATES, AND OTHER INFORMATION, SERVICES AND MATERIALS (COLLECTIVELY, THE “SERVICE”). BY ACCESSING OR USING ALL OR ANY PORTION OF THE SERVICES OR BY CLICKING THE “I ACCEPT” BUTTON AT THE END OF THE AGREEMENT, YOU ACKNOWLEDGE YOUR ACCEPTANCE OF THE AGREEMENT AND REPRESENT THAT YOU ARE AUTHORIZED TO ENTER INTO THE AGREEMENT ON BEHALF OF CLIENT. YOU AGREE THAT THIS AGREEMENT IS ENFORCEABLE BY COMPANY (AS DEFINED BELOW) LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, YOU HAVE NOT BEEN GRANTED THE RIGHT TO USE THE SERVICES AND YOU SHOULD CLICK ON THE “I DO NOT ACCEPT” BUTTON AND CANCEL OPERATION OF THE SERVICES. THIS AGREEMENT IS EFFECTIVE UPON YOUR ACCEPTANCE AS SET FORTH HEREIN (“EFFECTIVE DATE”).

THE TERMS AND CONDITIONS OF THIS AGREEMENT APPLY TO ANY AND ALL USE OF THE SERVICES BY YOU AND YOU AGREE TO BE BOUND BY THESE TERMS AND CONDITIONS REGARDLESS OF THE TYPE OF USE OF THE SERVICES BY YOU. 

This Master Services Agreement (this “Agreement”) is between Jarvis Solutions, LLC d/b/a Jarvis Analytics, a Henry Schein One, LLC company (“Company”) and you (“Client”, “You”) and it governs the access and use of the Service .  

1.	THE SERVICE.  Subject to the terms and conditions of this Agreement, during the Subscription Term (as defined below) (1) Client may access and use the Service for its internal business purposes during the Subscription Term and such access and use is expressly limited to the Offices for which Client has paid the applicable Subscription Fees (as defined below); and (2) the Company will provide the Service in accordance with and subject to this Agreement. Subject to the terms and conditions of this Agreement, Company hereby grants Client a nonexclusive, nontransferable, worldwide license to access and use the Services, solely for the purposes set forth herein (the “License”). All rights not expressly granted to Client are reserved by Company and, where applicable, Company’s licensors.
2.	AUTHORIZED USERS.  The Service may only be accessed and used by Client’s employees who have agreed to abide by the terms of this Agreement and who may only access and use the Service for the purposes of performing their job functions for Client (“Authorized Users”).  The Company may set reasonable limits on the number of Authorized Users permitted to access the Service from time to time.  Client is responsible for the use of the Service by its Authorized Users (and their compliance with this Agreement).  Without limiting the foregoing, Client is responsible for all activities that occur under its account(s) on the Service, regardless of Client’s knowledge.
3.	USE OF THE SERVICE.  Except as otherwise specifically agreed in writing between Client and Company, Client may use the Services only for Client’s internal business purposes and shall not (i) license, sublicense, sell, resell, transfer, assign, distribute, or otherwise commercially exploit or allow access or use by any third party so that it may commercially exploit the Services or the Company Content in any way; (ii) modify or make derivative works based upon the Services or the Company Content; (iii) create Internet “links” to the Services or “frame” or “mirror” any Company Content on any other server or wireless or Internet-based device; (iv) reverse engineer or access the Services in order to (a) build a competitive product or service, (b) build a product using similar ideas, features, functions or graphics of the Services, or (c) copy ideas, features, functions or graphics of the Services, (v) interfere with or disrupt the integrity or performance of the Services or the data contained therein; or (vi) attempt to gain unauthorized access to the Services or its related systems or networks.
4.	CONFIDENTIALITY
4.1	Confidential Information. Confidential Information means all nonpublic or proprietary business, commercial and technical information that is disclosed by one Party to the other, or any of their respective directors, officers, employees, agents, or contractors. Confidential Information includes, without limitation, information relating to the disclosing Party’s: customers, clients and prospects; research, inventions and developments; manufacturing; purchasing; accounting; business, distribution and marketing plans, practices and strategies; sales or cost data; merchandising and licensing. 
4.2	Protection and Use of Confidential Information. Neither Party shall disclose or use the Confidential Information of the other Party, except as expressly authorized pursuant to this Agreement, during the term of this Agreement and for two (2) years following termination or expiration of this Agreement. The receiving Party shall limit disclosure of the disclosing Party’s Confidential Information to the receiving Party’s employees or agents who have a need to know such Confidential Information for purposes of this Agreement and who are advised of the confidential nature of such information and bound to keep such information confidential. Notwithstanding the foregoing, Confidential Information may be disclosed if required by law.
4.3	ECPA Notice. Company reserves the right to monitor communications transmitted through and using the Services in order to assure system integrity, efficiency, and effectiveness. In the event that Company receives a facially-legitimate, written request for access to information of Client (confidential or otherwise) from a federal or state government entity with responsibility for law enforcement, homeland security or national defense, Company will comply with the request to the extent that appears reasonable to Company, provided that Company complies with the notice requirements of this Agreement. 
4.4	Business Associate Agreement. The parties agree to the terms set forth on (i) the applicable Business Associate Agreement in effect as of the date thereof between Company and You; or (ii) the Business Associate Agreement attached hereto as Exhibit A, and such will be deemed incorporated as part of this Agreement. 
5.	SUBSCRIPTION FEES
5.1	Monthly Fees. Client will pay the fees or charges for the Service as specified in the Order Form (“Subscription Fees”).  All Subscription Fees are quoted and shall be paid in United States dollars. Unless otherwise set forth in the applicable Order Form, Subscription Fees are due within 30 days after the date of receipt by Client of an applicable invoice.  Invoiced amounts that are not disputed by Client within such 30-day period shall be deemed fully and finally accepted by Client and Client waives its right to dispute any invoice after such 30-day period.  All amounts payable by Client under this Agreement will be made without the right of setoff or counterclaim, and without deduction or withholding. All payment obligations are non-cancelable and once paid are nonrefundable.  Company reserves the right to change the Subscription Fees at any time upon notice which may be provided by an e-mail message, or in the form of an announcement on the Services.
5.2	Late Payment; Taxes. Late payments will bear interest at 1.5% per month or the maximum rate permitted by law, whichever is less, calculated from the date such amount was due until the date that payment is received by Company.  Subscription Fees are exclusive of all taxes, levies, duties or other charges imposed by taxing authorities, and Client is responsible for payment of all such amounts, excluding only taxes based solely on Company’s income. 
5.3	Access Fees. In connection with Company’s delivery of the Services, Company requires access to certain information and data owned, controlled, or maintained by third-party software providers or third-party software programs (“Third- Party Software”). Company also requires the ability to read or to read/write into such Third-Party Software and/or associated data warehouses. While the cost of such access is included in the monthly cost of the Services, Company reserves the right to increase the monthly cost of the Services to account for material increases in the Company’s cost to access the Third-Party Software. Company will pass on the cost of such access dollar-for-dollar.
6.	SUBSCRIPTION TERM AND RENEWAL; TERMINATION
6.1	Term and Renewal. Unless otherwise stated in the order form or in Section 14.1 of this Agreement, the Initial Subscription Term shall be 12 months (“Initial Subscription Term”). Client’s Subscription Plan will automatically renew for successive one-year terms unless Client provides written notice of cancellation by sending an email to cancellations@jarvisanalytics.com at least 30 days prior to the date of the automatic renewal. The Initial Subscription Term together with any subsequent renewals will constitute the “Subscription Term”. 
6.2	Addition/Removal of Offices. In the event that Client adds an Office to its Subscription Plan on a date other than a billing date, Client will be charged a pro-rata monthly fee for that Office based on the number of days remaining in the applicable billing cycle. An office may only be removed from the Subscription Plan if (a) the office ceases operations or (b) the office is sold to a purchaser who is not an affiliate of Client.
6.3	Termination for Cause. A party may terminate this Agreement with written notice if the other party breaches a material term of this Agreement and fails to correct the breach within 30 days following written notice specifying the breach. 
6.4	Use of Service Following Termination; Survival. Upon any expiration or termination of this Agreement, Client’s right to access and use the Service will automatically terminate, and Client may not continue to access or use the Service.  Company will have no liability for any costs, losses, damages, or liabilities arising out of or related to Company’s exercise of its termination rights under this Agreement.  Any payment obligations as of the expiration or termination (or that relate to activity during the Subscription Term) will remain in effect.  The obligations and provisions of Sections 4, 6.4, and 8 through 12 will survive any expiration or termination of this Agreement.
7.	NONPAYMENT AND SUSPENSION.
7.1	Suspension for Non-Payment. In addition to any other rights granted to Company herein, Company reserves the right to suspend Client’s License to access and use the Services if Client’s account not subject to a Good Faith Claim becomes delinquent for more than thirty (30) days. During any period of suspension due to delinquent Fees, Client will continue to be charged for the Services. Company reserves the right to impose a reconnection fee in the event the Services are suspended for non-payment and thereafter Client requests access to the Services.
7.2	Retention of Client Data. If the Client account continues to be overdue for more than thirty (30) days, Company shall continue to retain the Client Content for a monthly storage fee of $499 per month for an additional period of sixty (60) days. Client agrees and acknowledges that Company has no obligation to retain the Client Content if the account is more than 90 days overdue, and such Client Content may be irretrievably deleted if the account remains unpaid after 90 days. 
8.	OWNERSHIP RIGHTS
[bookmark: _DV_M236][bookmark: _DV_M237]8.1	Content & IP. Company and its licensors own all worldwide right, title and interest in and to the Service, including all worldwide intellectual property rights therein as well as software, products, and services contained or made available to Client in the course of using the Services (collectively, the “Company Content”). Client owns all data, information, or material provided or submitted by or on behalf of Client, or by Users in the course of using the Service (“Client Content”).  This Agreement does not convey any proprietary interest in or to any Company Content or any Client Content or rights of entitlement to the use thereof except as expressly set forth herein. Client grants Company the right to use its name (and the corresponding trademark or logo) on Company’s website and marketing materials to identify Client as a customer.
8.2	Feedback. If Client provides any ideas, suggestions, or recommendations regarding the Service (“Feedback”) Company will be free to use, disclose, reproduce, license or otherwise distribute, and exploit such Feedback as it sees fit, entirely without obligation or restriction of any kind.  By providing Feedback, Client grants Company a worldwide, perpetual, irrevocable, fully-paid and royalty-free license to use and exploit in any manner such Feedback.
8.3          Data. Company utilizes commercially reasonably measures to protect the security and integrity of customer and patient data.  These measures may include the implementation of structural, technical, or operational controls to limit flows of sensitive or protected data between organizations in order to enhance security and to reduce the potential for conflicts of interest.  Without limiting Company’s obligations hereunder with respect to confidential data, the parties agree that Company may use, retain, and combine De-identified Data (i) for the provision of Services hereunder, (ii) for preparing commercially available, normative benchmarking data and analytics; and (iii) for other business purposes to the extent permitted by applicable laws, rules, regulations, and contractual obligations.  The parties hereby acknowledge and agree that De-Identified Data is not confidential data under this Agreement. For purposes of this Agreement, “De-identified Data” means data that has been aggregated, anonymized, or de-identified such that the data cannot uniquely identify, either explicitly or implicitly, Client or any individual.
Company supports the interoperability of data to optimize health outcomes and improve patient care to the extent required or permitted by law.  The parties acknowledge and agree that Company may disclose patient identifiable data to the respective patient and to such third parties as the patient may direct.  
9.	LIMITED WARRANTIES; DISCLAIMERS.
9.1	Services. The ongoing hosting, maintenance, support and other services that may be provided by Company pursuant to the terms of this Agreement shall be performed in a professional and workmanlike manner in accordance with recognized industry standards. IN THE EVENT THAT SERVICES PROVIDED HEREUNDER FAIL TO CONFORM TO THE FOREGOING WARRANTY, COMPANY'S SOLE OBLIGATION, AND CLIENT'S SOLE REMEDY, IN ADDITION TO CLIENT’S RIGHT TO TERMINATE IN ACCORDANCE WITH SECTION 6.3 ABOVE, IF APPLICABLE, SHALL BE FOR COMPANY TO USE COMMERCIALLY REASONABLE EFFORTS TO CORRECT SUCH NONCONFORMITY.
9.2	Warranty Disclaimer. EXCEPT FOR THE FOREGOING, COMPANY MAKES NO WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATUTORY, REGARDING OR RELATING TO ANY DELIVERABLES, MATERIALS OR SERVICES FURNISHED OR PROVIDED TO ANY CLIENT OR USER UNDER THIS AGREEMENT OR THE RESULTS THEREOF. COMPANY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO SAID DELIVERABLES, MATERIAL AND SERVICES, AND WITH RESPECT TO THE USE OF ANY OF THE FOREGOING.
9.3	Additional Disclaimers. Company exercises no control whatsoever over the Client Content or any other information passed through the Services by Client, or over Users who access the Services with or without Client’s authorization.  COMPANY DOES NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS OBTAINED BY CLIENT OR USERS IN USING THE SERVICES, OR THAT THE USE OF THE SERVICES WILL BE SECURE, TIMELY, UNINTERRUPTED, OR ERROR-FREE, OR THAT THE SERVICES WILL OPERATE IN COMBINATION WITH HARDWARE, SOFTWARE, SYSTEMS, OR DATA OTHER THAN AS IDENTIFIED IN THIS AGREEMENT, OR THAT THE SERVICES WILL MEET CLIENT’S OR ANY USER'S REQUIREMENTS.
9.4	Internet Delays. THE SERVICES MAY BE SUBJECT TO LIMITATIONS, DELAYS, AND OTHER PROBLEMS INHERENT IN THE USE OF THE INTERNET AND ELECTRONIC COMMUNICATIONS. COMPANY IS NOT RESPONSIBLE FOR ANY DELAYS, DELIVERY FAILURES, OR OTHER DAMAGE RESULTING FROM SUCH PROBLEMS.
10.	LIMITATION OF LIABILITY
EXCEPT FOR INDEMNIFICATION OBLIGATIONS AND BREACH OF CONFIDENTIALITY OBLIGATIONS HEREUNDER:  (A) IN NO EVENT WILL COMPANY BE LIABLE FOR ANY INDIRECT, PUNITIVE, SPECIAL, EXEMPLARY, INCIDENTAL, CONSEQUENTIAL OR OTHER DAMAGES OF ANY TYPE OR KIND (INCLUDING LOSS OF DATA, REVENUE, PROFITS, USE OR OTHER ECONOMIC ADVANTAGE) ARISING OUT OF, OR IN ANY WAY CONNECTED WITH THE SERVICE, INCLUDING THE USE OR INABILITY TO USE THE SERVICE, OR FOR ANY INFORMATION OR DATA TRANSMITTED OR OBTAINED FROM OR THROUGH THE SERVICE, ANY INTERRUPTION, INACCURACY, ERROR OR OMISSION, REGARDLESS OF CAUSE, AND WHETHER OR NOT PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES; AND (B) IN NO EVENT WILL THE TOTAL LIABILITY OF COMPANY EXCEED THE SUBSCRIPTION FEES PAID BY CLIENT IN THE TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE EVENT GIVING RISE TO SUCH CLAIM.  THE FOREGOING WILL APPLY TO THE FULLEST EXTENT PERMITTED BY LAW. THE PROVISIONS OF THIS SECTION 10 ALLOCATE RISKS UNDER THIS AGREEMENT BETWEEN CLIENT AND COMPANY. COMPANY'S PRICING REFLECTS THIS ALLOCATION OF RISK AND LIMITATION OF LIABILITIES.
11.	INDEMNIFICATION
11.1	Indemnification by Company. Company will: (1) defend Client against any third party suit, claim, action or demand (a “Claim”) alleging that the Service infringes any copyright or trademark or misappropriates a trade secret of a third party; and (2) indemnify and hold Client harmless from any final award of damages or settlement amount arising in connection with any such Claim.  In the event that Company’s right to provide the Service is enjoined or in Company’s reasonable opinion is likely to be enjoined, Company may obtain the right to continue providing the Service, replace or modify the Service so that it becomes non-infringing, or, if such remedies are not reasonably available, terminate this Agreement without liability to Client.  THE FOREGOING STATES THE ENTIRE OBLIGATION OF COMPANY AND ITS LICENSORS WITH RESPECT TO ANY ALLEGED OR ACTUAL INFRINGEMENT OR MISAPPROPRIATION OF INTELLECTUAL PROPERTY RIGHTS BY THE SERVICE.  Company shall have no liability under this Section 11.1 to the extent that any third-party claims described herein are based on use of the Service in a manner that violates this Agreement or the instructions given to Client by Company.
11.2	Indemnification by Client. Client will: (1) defend Company against any Claim arising out of or related to (a) any injury, damage or loss resulting from Client’s or an Authorized User’s use of the Service (other than any claim for which Company is responsible under Section 11.1), (b) use of the Service by Client or an Authorized User in a manner that violates this Agreement, or (c) Company’s use of the Client Data in accordance with this Agreement; and (2) indemnify and hold Company harmless from any final award of damages or settlement amount arising in connection with any such Claim.
11.3	Notice. The foregoing indemnity obligations are conditioned on the indemnified party notifying the indemnifying party promptly in writing of any actual or threatened Claim, the indemnified party giving the indemnifying party sole control of the defense thereof and any related settlement negotiations, and the indemnified party cooperating and, at the indemnifying party’s request and expense, assisting in such defense.
12.	GENERAL
12.1	The parties are independent contractors, and no branch or agency, partnership, association, joint venture, employee-employer, or franchiser-franchisee relationship is intended or created by this Agreement. This Agreement is intended for the sole and exclusive benefit of the parties and is not intended to benefit any third party.  Only the parties to this Agreement may enforce it.  
12.2	This Agreement is governed by and construed in accordance with the laws of the State of Utah, as if performed wholly within the state and without giving effect to the principles of conflict of law. Any legal action or proceeding arising under this Agreement will be brought exclusively in the federal or state courts located in Utah and the parties hereby consent to personal jurisdiction and venue therein.  
12.3	Neither party may assign this Agreement, in whole or in part, without the other party’s prior written consent.  Notwithstanding the foregoing, either party, in connection with a merger, reorganization, or sale of all or substantially all of the assets or equity of such party, may assign this Agreement in its entirety to such party’s successor without the other party’s consent. Any attempt to assign this Agreement other than as permitted above will be null and void.  
12.4	Neither party shall be liable hereunder by reason of any failure or delay in the performance of its obligations hereunder (except for the payment of money) on account of events beyond the reasonable control of such party, which may include denial-of-service attacks, strikes, shortages, riots, insurrection, fires, flood, storm, explosions, pandemics, epidemics, quarantines, war, terrorism, governmental action, labor conditions, earthquakes and material shortages (each a “Force Majeure Event”).  Upon the occurrence of a Force Majeure Event, the non-performing party will be excused from any further performance of its obligations effected by the Force Majeure Event for so long as the event continues and such party continues to use commercially reasonable efforts to resume performance.
12.5	All notices and other communications required or permitted to be given by Company to you under this Agreement will be deemed to be properly given on the date when sent by email to the email address for you last recorded by Company or sent by postal mail or private courier to the postal address for you last recorded by Company. All notices and other communications required or permitted to be given by you to us under this Agreement will be deemed to be properly given on the date when sent by postal mail or private courier to 1220 South 630 East, Suit 100, American Fork UT 84003, Attention: Legal. with a copy to legal@henryscheinone.com.
12.6	This Agreement constitutes the complete and exclusive understanding and agreement between the parties regarding this subject matter and supersedes all prior or contemporaneous agreements or understandings, written or oral, relating to this subject matter.  Company reserves the right to (i) update this Agreement at any time upon notice which may be provided by an e-mail message, or in the form of an announcement on the Services, or (ii) shall become effective immediately upon posting of an updated version of this Agreement to the website applicable to the Services or via link in the applicable order form. Customer is responsible for regularly reviewing this Agreement.  If any portion of this Agreement is held to be void or unenforceable, the remaining provisions of this Agreement will remain in full force and effect.
13. CONSENT TO COMMUNICATIONS & SERVICES.
13.1	By registering with Company, Client understands that Company may send Client communications or data regarding the Services, including but not limited to (i) notices about use of the Services, including any notices concerning violations of use, (ii) updates, and (iii) promotional information and materials regarding Company’s products and services, via electronic mail. Company will give Client the opportunity to opt-out of receiving electronic mail from Company by following the opt-out instructions provided in the applicable message.

13.2	In connection with the provision of technical support, training and other Services, Client agrees that Company may remotely log-in to Client’s computers, devices and systems for purposes of providing the support, training or other Services, including, without limitation, technical trouble shooting, answering questions, benchmarking and providing training to Client and Client’s personnel. Remote login may be conducted through the use of third-party entities. Client further agrees that Company may also remotely log-in at any time as necessary or appropriate to maintain Company’s Services.

13.3	Company reserves the right to log off accounts that remain inactive for an extended period of time. In addition, Company may quarantine suspected messages. Company may also modify any domain and user settings with or without notice, including without limitation, altering settings so that spam or bulk email is denied, rather than being quarantined, to avoid space capacity issues which jeopardize the technical or economic viability of the services offered, or the system used to implement the services.

13.4	The Service may require Client to give Company access to or require Client to provide login information and password information for accounts or services Client may have with third-party providers. When Client provides this information to Company or gives Company access to these third-party accounts, Client agrees that Client has read all contracts and written agreements governing such access, login information and passwords and that Client has all the necessary contractual and legal rights to give Company such access, login information and passwords.

13.5	Company may record calls between Client and Company regarding the Service (“Service Calls”) and in connection with the Service, incoming calls, on Client’s behalf as a Service, from, among others, your prospective clients (the “Inbound Calls” and, collectively with Service Calls, “Call Recording”). Client consents to Call Recording and acknowledges that Client is responsible for notifying its employees and agents who may be recorded in a Service Call or Inbound Call (the “Recorded Persons”) and complying with all applicable laws, rules and regulations regarding call recording and privacy. It is Client’s sole responsibility to provide and/or obtain, and Client covenants that it will provide and/or obtain, all notices and permissions relating to Recorded Persons as may be required by applicable laws and regulations. Client acknowledges and agrees that if Client collects information from Recorded Persons that may be subject to a privilege (including, but not limited to, attorney-client or doctor-patient privilege), Client assumes the full risk of using a third party provider for Call Recording, including any preclusion of the application of such privilege with respect to information exchanged during the Call Recording with the Recorded Persons.

14. ADDITIONAL TERMS FOR SPECIFIC SERVICES 

The additional terms in this Section 14 will apply to Client’s use of specific services as applicable.

14.1 Henry Schein Practice Analysis

By purchasing Henry Schein Practice Analysis (“HSPA Services”), Client acknowledges and agrees that the HSPA Services will be provided by Henry Schein, Inc (“HSInc”) and that Client Content will be accessed and used by HSInc for any purposes related to the provision and improvement of the HSPA Services. All pricing information will be stated in the applicable order form, and prices are subject to change in accordance with Section 5.1 above.  The HSPA Services include sixty (60) days of Jarvis connectivity provided by Company. After sixty (60) days this Agreement will be automatically terminated except in the event Client opts to continue to access and use the Services (as defined herein), in which case, use of the Services will be subject to the Subscription Fees as defined in Section 5 and  12 month term in Section 6 of this Agreement will begin at the expiration of the 60 days of connectivity provided as part of the HSPA Services. HSInc is only a party to this Agreement (including the exhibits attached hereto) in conjunction with and during the term of the HSPA Services.



EXHIBIT A - BUSINESS ASSOCIATE AGREEMENT
This Business Associate Agreement (this “BAA”) is entered into by and between Jarvis Solutions, LLC d/b/a Jarvis Analytics, a Henry Schein One, LLC company and Henry Schein, Inc (collectively, “Business Associate”) and Client (hereinafter, “Customer”) (each a “Party” and collectively the “Parties”), who entered into the Master Services Agreement (“Service Agreement”) with Business Associate. This BAA hereby amends and is incorporated into the Service Agreement between Customer and Business Associate. To the extent that the provisions of this BAA conflict with those of the Service Agreement, the provisions of this BAA shall control.
RECITALS
WHEREAS, Business Associate now and in the future may have relationships with Customer in which Business Associate creates, receives, maintains, or transmits Protected Health Information (as defined below) for or on behalf of Customer through the performance of the Services (as defined in 2.1 below) to Customer.
WHEREAS, Business Associate and Customer desire to meet their obligations, to the extent applicable, under the Standards for Privacy of Individually Identifiable Health Information (the “Privacy Rule”) and the Security Standards for the Protection of Electronic Health Information (the “Security Rule”) published by the U.S. Department of Health and Human Services (“HHS”) at 45 C.F.R. parts 160 and 164 under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”); the Health Information Technology for Economic and Clinical Health Act of 2009 (“HITECH”) and implementing regulations.
WHEREAS, the Parties desire to set forth the terms and conditions pursuant to which Protected Health Information received from, or created, received, maintained, or transmitted by the Business Associate on behalf of, the Customer, will be used and disclosed.
NOW THEREFORE, in consideration of the foregoing and for other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties hereby agree as follows:
TERMS AND CONDITIONS
1. Definitions
1.1 Unless otherwise specified in this BAA, all capitalized terms used in this BAA but not otherwise defined shall have the same meanings as those terms are defined in HIPAA and HITECH, as each is amended from time to time.
1.2 “Breach” shall mean the acquisition, access, use or disclosure of Protected Health Information in a manner not permitted by the Privacy Rule that compromises the security or privacy of the Protected Health Information as defined, and subject to the exceptions set forth, in 45 C.F.R. § 164.402.
1.3 “Electronic Protected Health Information” shall mean Protected Health Information or PHI, as defined in Section 1.5, that is transmitted or maintained in electronic media, including but not limited to, hard drives, disks, on the internet, or on an intranet.
1.4 “HITECH” shall mean Subtitle D of the Health Information Technology for Economic and Clinical Health Act provisions of the American Recovery and Reinvestment Act of 2009, 42 U.S.C. §§17921-17954, and any and all references in this BAA to sections of HITECH shall be deemed to include all associated existing and future implementing regulations, when and as each is effective.
1.5 “ Protected Health Information” or “PHI” shall mean Protected Health Information, as defined in 45 C.F.R. § 160.103, and is limited to the Protected Health Information received from, or created, received, maintained, or transmitted on behalf of, Customer by Business Associate pursuant to performance of the Services.
1.6 “Privacy Rule” shall mean the federal privacy regulations issued pursuant to the Health Insurance Portability and Accountability Act of 1996, as amended from time to time, codified at 45 C.F.R. Parts 160 and 164 (Subparts A & E).
1.7 “Security Rule” shall mean the federal security regulations issued pursuant to the Health Insurance Portability and Accountability Act of 1996, as amended from time to time, codified at 45 C.F.R. Parts 160 and 164 (Subparts A & C).

2. Permitted Uses and Disclosures of Protected Health Information
2.1 Services.
(a) Business Associate provides services (which may include, but is not limited to, transaction services, servicing hardware, or software products, and data exchange and analytic services) (“Services”) that involve the use and/or disclosure of PHI. These Services are provided to Customer under the  Service Agreement that specify the Services to be provided by Business Associate. Except as otherwise specified herein, Business Associate may make any and all uses and disclosures of PHI created or received from or on behalf of Customer necessary to perform its obligations under the Service Agreement.
(b) Business Associate may provide Data Aggregation services relating to the Health Care Operations of Customer in accordance with the Privacy Rule.

2.2 Business Activities of the Business Associate. Unless otherwise limited herein, the Business Associate may:
(a) consistent with 45 C.F.R. § 164.504(e)(4), use and disclose the PHI in its possession for its proper management and administration and to fulfill any present or future legal responsibilities of the Business Associate, provided that (i) the disclosures are Required by Law; or (ii) any third party to which Business Associate discloses PHI for those purposes provides reasonable assurances that the information will be held confidentially and used or further disclosed only as Required by Law or for the purpose for which it was disclosed to the third party, and the third party promptly will notify Business Associate of any instances of which it becomes aware in which the confidentiality of the information has been breached; and
(b) de-identify any and all PHI in accordance with 45 C.F.R. § 164.514(b). Customer acknowledges and agrees that de- identified information is not PHI and that Business Associate may use such de-identified information for any lawful purpose, and there will be no restriction on Business Associate’s use or disclosure of the de-identified health information once it has been so de-identified.

3. Responsibilities of the Parties
3.1 Responsibilities of the Business Associate with Respect to PHI. With regard to its use and/or disclosure of PHI, Business Associate agrees to:
(a) not use or further disclose PHI other than as necessary to provide the Services, as permitted or required by this BAA, and in compliance with each applicable requirement of 45 C.F.R. § 164.504(e) or as otherwise Required by Law; provided that, to the extent Business Associate is to carry out Customer’s obligations under the Privacy Rule, Business Associate will comply with the requirements of the Privacy Rule that apply to Customer in the performance of those obligations;
(b) implement and use appropriate administrative, physical, and technical safeguards and comply with the applicable requirements of the Security Rule with respect to Electronic PHI, to prevent use or disclosure of PHI other than as provided for by this BAA;
(c) without unreasonable delay, report to the Customer: (i) any use and/or disclosure of the PHI of which Business Associate becomes aware that is not permitted or required by this BAA, in accordance with 45 C.F.R. § 164.504(e)(2)(ii)(C); and/or (ii) any Security Incident of which Business Associate becomes aware in accordance with 45 C.F.R. § 164.314(a)(2)(C);
(d) without unreasonable delay, and in any event no later than sixty (60) calendar days after Discovery, Business Associate shall notify Customer of any Breach of Unsecured PHI. The notification shall include, to the extent possible and subsequently as the information becomes available, the information required by 45 C.F.R. § 164.410;
(e) in accordance with 45 C.F.R. §§ 164.502(e)(1)(ii) and 164.308(b)(2), ensure that any subcontractors that create, receive, maintain, or transmit PHI on behalf of Business Associate agree, in writing, to the same restrictions and conditions on the use and/or disclosure of PHI that apply to the Business Associate, including complying with the applicable Security Rule requirements with respect to Electronic PHI;
(f) make available its internal practices, books and records relating to the use and/or disclosure of PHI to the Secretary of HHS for purposes of determining the Customer’s compliance with the Privacy Rule;
(g) document and within thirty (30) days after receiving a written request from Customer, make available information necessary for Customer to make an accounting of disclosures of an Individual's PHI, in accordance with 45 C.F.R. § 164.528 and, as of the date compliance is required by final regulations, 42 U.S.C. § 17935(c);
(h) within fifteen (15) days of receiving a written request from Customer, make available (in accordance with the requirements of 45 C.F.R. § 164.524) PHI necessary for Customer to respond to Individuals’ requests for access to PHI about them, including, providing or sending a copy to a designated third party and providing or sending a copy in electronic format, to the extent that the PHI in Business Associate’s possession constitutes a Designated Record Set; In the event any Individual requests access to PHI directly from Business Associate, the Business Associate may provide such information directly to the Individual or to such third party as may be designated by the Individual; and
(i) to the extent that the PHI in Business Associate’s possession constitutes a Designated Record Set, make available, within thirty (30) days after a written request by Customer, PHI for amendment and incorporate any amendments to the PHI as directed by Customer, all in accordance with 45 C.F.R. § 164.526.

3.2 Responsibilities of the Customer with Respect to PHI.
(a) With regard to the use and/or disclosure of PHI by the Business Associate, the Customer agrees: (i) to obtain any consent, authorization, or permission that may be required by the Privacy Rule or any other applicable federal, state or local laws and/or regulations prior to furnishing Business Associate the PHI pertaining to an Individual; and (ii) that it will not furnish Business Associate PHI that is subject to any arrangements permitted or required of the Customer, including but not limited to, arrangements agreed to by Customer under 45 C.F.R. § 164.522 that may impact in any manner the use and/or disclosure of PHI by the Business Associate under this BAA and the Service Agreement.
(b) Customer represents and warrants that its notice of privacy practices permits Customer to use and disclose PHI in the manner that Business Associate is authorized to use and disclose PHI under this BAA.

4. Term and Termination
4.1 Term. This BAA shall become effective on the Effective Date of the Service Agreement. This BAA shall continue in effect unless terminated as provided in this Section 4, provided, that certain provisions and requirements of this BAA shall survive the expiration or termination of this Agreement in accordance with Section 6.4 herein.
4.2 Termination. If either Party knows of a pattern of activity or practice of the other Party that constitutes a material breach or violation of this BAA then the non-breaching Party shall provide written notice of the breach or violation to the other Party that specifies the nature of the breach or violation. The breaching Party must cure the breach or end the violation on or before thirty (30) days after receipt of the written notice. In the absence of a cure reasonably satisfactory to the non-breaching Party within the specified timeframe, or in the event the breach is reasonably incapable of cure, then the non-breaching Party may terminate this BAA.
4.3 Automatic Termination. This BAA will automatically terminate with respect to any Business Associate without any further action of the Parties upon the termination or expiration of the Service Agreement between Customer and such Business Associate.
4.4 Effect of Termination or Expiration. Within sixty (60) days after the expiration or termination for any reason of this BAA, Business Associate shall return or destroy all PHI, if feasible to do so, including all PHI in possession of Business Associate’s subcontractors. In the event that Business Associate determines that return or destruction of the PHI is not feasible, Business Associate shall notify Customer in writing and may retain the PHI subject to this Section 4.4. Under any circumstances, Business Associate shall extend any and all protections, limitations and restrictions contained in this BAA to Business Associate’s use and/or disclosure of any PHI retained after the expiration or termination of this BAA, and shall limit any further uses and/or disclosures solely to the purposes that make return or destruction of the PHI infeasible.

5. Limitation of Liability
BUSINESS ASSOCIATE’S LIABILITY ARISING OUT OF OR RELATED TO THIS BAA, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE, GROSS NEGLIGENCE, OR STRICT LIABILITY), OR UNDER ANY THEORY OF LIABILITY, IS SUBJECT TO THE “LIMITATION OF LIABILITY” SECTION OF THE SERVICE AGREEMENT AND ANY REFERENCE IN SUCH SECTION TO BUSINESS ASSOCIATE’S LIABILITY MEANS BUSINESS ASSOCIATE’S AGGREGATE LIABILITY UNDER THE SERVICE AGREEMENT AND THIS BAA.

6. Miscellaneous
6.1 Entire Agreement. This BAA and all attachments, schedules and exhibits hereto, together with the Service Agreement, constitutes the entire agreement and understanding between the Parties with respect to the subject matter hereof and supersedes any prior or contemporaneous written or oral memoranda, negotiations, arrangements, contracts or understandings of any nature or kind between the Parties with respect to the subject matter hereof.
6.2 Change of Law. Customer shall notify Business Associate within ninety (90) days of any amendment to any provision of HIPAA or its implementing regulations, and/or HITECH or its implementing regulations, which materially alters either Party’s or the Parties’ obligations under this BAA. The Parties agree to negotiate in good faith mutually acceptable and appropriate amendment(s) to this BAA to give effect to such revised obligations; provided, however, that if the Parties are unable to agree on mutually acceptable amendment(s) within ninety (90) days of the relevant change of law, either Party may terminate this BAA consistent with Sections 4.3 and 4.4.
6.3 Construction of Terms. The terms of this BAA to the extent they are unclear shall be construed to allow for compliance by Customer and Business Associate with HIPAA and HITECH.
6.4 Survival. The provisions of this BAA that by their context are intended to survive the expiration or termination of this BAA, including, without limitation, Sections 1, 4.4, 5, 6.3, 6.8, 6.10, 6.11, 6.13, and this Section 6.4., will survive the expiration or termination of this Agreement.
6.5 Amendment; Waiver. This BAA may not be modified, nor shall any provision hereof be waived or amended, except in a writing duly signed by authorized representatives of the Parties. A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of any right or remedy as to subsequent events.
6.6 Notices. Any notices to be given hereunder to a Party shall be made via U.S. Mail or express courier to such Party’s address given above, and/or via facsimile to the facsimile telephone numbers listed above. Each Party may change its address and that of its representative for notice by the giving of notice thereof in the manner herein above provided.
6.7 Execution in Counterparts; Facsimiles. This BAA may be executed in any number of counterparts, each of which shall be deemed an original and all of which will be one and the same document. Facsimile copies hereof shall be deemed to be originals.
6.8 Disputes. If any controversy, dispute or claim arises between the Parties with respect to this BAA, the Parties shall make good faith efforts to resolve such matters informally.
6.9 Binding Agreement; New Parties; Agency.
(a) This BAA shall be binding upon the Parties and their successors and permitted assigns. Any one or more additional subsidiaries of Business Associate with a relationship with Customer in which such entity creates, receives, maintains or transmits PHI for use in providing services or products to Customer (each a “New Party”) may join this BAA as a Party and a Business Associate by executing and delivering a counterpart of this BAA. In addition, Business Associate, from time to time may list on its corporate website its subsidiaries which are business associates for purposes of HIPAA and HITECH compliance (“HIPAA BA Subs”). Each HIPAA BA Sub that creates, receives, maintains or transmits PHI for use in providing services or products to Customer shall be deemed to be a New Party without further action by any Party hereto.
(b) The Parties acknowledge that Business Associate is executing and delivering this BAA solely in its capacity as agent for the Business Associates. Upon Customer’s acceptance of this form, an Order Form, or the Services Agreement, this Agreement will become binding on Customer and Business Associate.
6.10 No Third Party Beneficiaries. Nothing in this BAA shall confer upon any person other than the Parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.
6.11 Contradictory Terms. Any other provision of the Service Agreement that is directly contradictory to one or more terms of this BAA (a “Contradictory Term”) shall be superseded by the terms of this BAA to the extent and only to the extent of the contradiction, only for the purpose of Customer’s compliance with HIPAA and HITECH, and only to the extent reasonably impossible to comply with both the Contradictory Term and the terms of this BAA.
6.12 Independent Contractor. Business Associate and Customer are and shall remain independent contractors throughout the term. Nothing in this BAA shall be construed to constitute Business Associate and Customer as partners, joint venturers, agents or anything other than independent contractors.
6.13 Governing Law and Venue. This BAA shall be governed by and construed in accordance with the laws of the state of Utah without regard to the conflicts of law principles of such state. Any suit brought herein shall be brought in the state or federal courts located in Utah.
6.14 Privacy Contact. Customer acknowledges and agrees that Business Associate and Customer may update their privacy contacts from time to time, depending on changes to the business. Customer may contact legal@henryscheinone.com for any inquiries related to this Business Associate Agreement.








